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Chapter 1

About This Document

ThisdocumentSSHSecue Shellfor Unix Serves Administator’s Guide containgnstructionsonthebasic
administratotasksof SSHSecureShell. Thedocuments intendedor the systemadministratorsesponsible
for theconfiguratiorof the SSHSecureShell software.

To usetheinformationpresentedn this documentyou shouldbe familiar with Unix systemadministration.

Thedocumentontainghefollowing information:

e introductionto SSHSecureShell

configuratioroptions

authenticatioroptions

usingSSHSecureshell

appendixlist of supportedstandardandauthenticationomethods)

Installationinstructionsfor the SSH SecureShell software canbe found in SSHSecue Shell Quidk Start
Guide includedin the CD-ROM package. For more information, seethe manualpagesincludedin the
distribution.
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Chapter 2

Intr oductionto SSHSecure Shell

This chaptemprovidesanintroductionto the SSHSecureShellsoftwaresuite.

2.1 SSHSecur Shell

SSHSecureShell software allows securenetwork servicesover aninsecurenetwork suchasthe public In-

ternet. The SecureShell conceptoriginatedon Unix asa replacementor the insecure’Berkeley services”,
thatis, thersh , rlogin , andrcp commands.t replaceslsoTelnetandFTR SSH SecureShellcanbe
usedfor remoteterminalconnectionstemotefile copying, andforwardingX11 sessiongon Unix) aswell as
arbitrary TCP portsthrougha secureunnel.

SSHSecureShellprovidesstrongencryptionandauthenticationThe softwarehasbeendevelopedn Europe
andcanbeusedin ary countrythatallows encryption.

2.2 Supported Platforms

SSH SecureShell Sener software (the software componenthat allows remoteusersto connectto your
computer)s availablefor mostUnix andLinux platformsandfor Microsoft Windows NT4 (ServicePack5
required)andWindows 2000. The associatedlient software (the componenthatremoteusersrun on their
computers)s alsoavailablefor Microsoft Windows 95 andWindows 98. A list of the officially supported
platformsis availableat http://www.ssh.com/products/ssh/p ortab ility .html

Independenthird partieshave alsoportedSecureShell to other platformssuchas OS/2andVMS. These
independensoftware productsare intendedto be compatiblewith SSH SecureShell products. However,
SSHCommunication&ecuritycanonly provide supportfor its own software.
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10 Chapter 2. Intr oductionto SSHSecure Shell

2.3 Different Versionsof the SSHProtocol

Note: SSH CommunicationsSecurityconsidersghe SSH protocol version1 (SSH1)deprecatednd does
not recommendhe useof it. SSH statementegardingthe vulnerability of SSH1protocolis available at
http://www.ssh.com/products/ssh/cer t .

Thecurrentversionof the SSHprotocolis version2 (SSH2).More informationon the protocolcanbefound
from IETF-secsHnternet-Draftghttp://www.ietf.org/ID.html ).

Severaldifferentversionf theSecureShellclientandsenerexist. Pleasenotethatthedifferentversionause
differentimplementationsf the SSHprotocol,andthereforeyou cannothormallyconnecto anSSH1sener
using SSH2client software, or vice versa. However, the SSH SecureShell Unix sener softwareincludes
supportfor fallbackfunctionalityif SSHSecureShellversionl.x is alreadyinstalled. The Windows sener
softwaredoesnotincludethis functionality.

For optimalresults,upgradeall senersandclientsto the newestavailableversionof SSHSecureShell.

2.4 Support

If youareacommercialiser you areentitledto supportfrom SSHCommunication&ecurityfor ninetydays
(90 days)from thedateof purchasef thesoftware.If you have purchase@ maintenancagreementeview
youragreementfor specificterms.

Commercialusersand thoseevaluatingthe software prior to purchasecan contactthe SSH SecureShell
customersupportby filling out a propersupportrequestform at http://www.ssh.com/support/
ssh/ .

e Pre-salesupport

http://www.ssh.com/support/ssh/pr e- sale s_sup port.h tml

¢ Warrantyandmaintenancesupport

http://www.ssh.com/support/ssh/co mmercial_su pport .html

Non-commercialsersaarewelcometo submitbug reportsandfeaturerequestsbut arenot entitledto support
from SSHCommunicationSecurity

e BugReports
http://www.ssh.com/support/toolki ts/bu g- repo rt.htm |

¢ FeatureRequests

http://www.ssh.com/support/toolki ts/ffe ature- reques t.htm |

Note: The above two links arefor submission®nly - you will not receive a responsdo emailssentusing
theseforms.
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2.5. Legal Issueswith Encryption 11

2.5 Legallssueswith Encryption
Theencryptionsoftwareincludedin SSHCommunicationSecurityproductshasbeendevelopedin Europe,
andthereforetheseproductsarenot subjectto US exportregulations.

The SecureShell softwarecanbe usedin ary countrythatallows encryptionincluding the United Stateof
America.
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Chapter 3

Configuring SSHSecute Shell

This chaptemgivesinstructionson configuringSSHSecureShell.

3.1 BasicConfiguration

This sectiongoesinto someof the basicconfigurationoptionsthat mary administratordike to have setup
(or notsetup, dependingnthescenario).

3.1.1 Default Locations of Secue ShellFiles

The system files for SSH2 are in /etc/ssh2. The user and system binaries are stored in
lusr/local/bin and/usr/local/sbin , respectiely. In /usr/local/sbin , Youwill findsshd2
All theotherbinariesarestoredin /usr/local/bin

The system-wideconfiguratiorfiles arethe mostimportant. They arein /etc/ssh2/.

Thesystempublic key pair (DSSonly):

e /etc/ssh2/hostkey

e /etc/ssh2/hostkey.pub
The configuratiorfiles for the clientandsener, respectiely:

e /etc/ssh2/ssh2 —config

e /etc/ssh2/sshd2 —config
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14 Chapter 3. Configuring SSH Secure Shell

Userscanhave their own configuratiorfiles (andotherfiles aswell). Thesearestoredin “/.ssh2.

Host keys that are recognized for ary users on the local system should be placed in the
letc/ssh2/hostkeys directory

Userspecifichostkeys shouldbein “/.ssh2/hostkeys.

If you are using host-basedauthentication, the system-wide file for recognized host keys is
/etc/ssh2/knownhosts.

Userspecificknowvn-hostskeys shouldbein “/.ssh2/knownhosts.

3.1.2 Generatingthe HostKey

You only needto do thisif youwantto changeyour hostkey, or if your hostkey wasnot generatedluring
theinstallation.

1. Login asroot

2. Kill ary instance®f sshd2 or sshd :
killall sshd

3. Generatehe hostkey with thefollowing command:
ssh-keygen2  -P /etc/ssh2/hostkey

4. Restarsshd?2 :

sshd2

3.1.3 Ciphersand MACs

Thealgorithm(s)usedfor symmetricencryptionof the sessioncanbe specifiedn thesshd2 _config and
ssh2 _config file.

Ciphers twofish,blowfish

Currentlysupportectiphersaredes, 3des, blowfish | twofish |, idea , cast , arcfour , andaes,
of which all otherthanIDEA areincludedin all distributions. Of theseciphers,Blowfish and Twofish are
especiallysuitablefor file transfers.

The MAC (Message&iuthenticationCode)algorithm(s)usedfor dataintegrity verification,canalsobe spec-
ified in thesshd2 _config andssh2 _config file.
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MACs hmac-shal,hmac-md5

Currently hmac-shal , hmac-shal-96 , hmac-md5, hmac-md5-96 , hmac-ripemd160 , and
hmac-ripemd160-96 aresupported.

Both cipherandMAC canalsobedefinedusingcommandine argumentswith ssh2 andscp?2 .
$ scp2 -c twofish  -m hmac-md5 foobar user@remote:./tmp

Note: Thenameof thealgorithmsarecasesensitve.

3.1.4 Compression

SecureShellusesGNU ZLIB (LZ77) for compression.The "zlib” compressions describedn RFC 1950
andin RFC1951.

As defaultcompressioris disabled.It canbe enableckitherin thessh2 _config file
Compression yes

or in thecommandine.

$ ssh2 +C user@remote

Compressioris worth usingif your connectioris slow (for examplemodemconnection).Efficiency of the
compressiomepend®n thetype of thefile. It is closeto 0% for alreadypacledfiles like MP3 and50% or
evenmorefor text files.

3.1.5 Configuring Root Logins

If youwantto permitsomeonéo login directlyto therootlogin accounwia ssh,you candefinethreemethods
of controlin thesshd2 _config file.

PermitRootLogin no

This will disableall root logins. To enableroot logins with ary authenticatiormethod,usethe following
setting:

PermitRootLogin yes
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16 Chapter 3. Configuring SSH Secure Shell

You canlimit theauthenticatioomethodsy usingthefollowing setting:

PermitRootLogin nopwd

This allows rootloginswhensomeotherauthenticationmethodthanpassverdis used.

3.1.6 Restricting UserLogins

As default all connectionareallowed. However, you canrestrictconnectiondasedon host,usernameor
group.

Therestrictionsaredefinedin thesshd2 _config file usingthefollowing syntax.
keyword pattern

Availablekeywords:

¢ AllowHosts /DenyHosts
Login is allowed/deniedrom hostswhosenamematchesneof the specifiedpatterns.

Example 1. Listing completehostnames.
AllowHosts localhost, foobar\.com, friendly\.org

This allows connection®nly from specifiechosts.

Example 2. Usingpatternsvith hostnames.
AllowHosts [ AW

This patternmatcheswith, for example taulu.foobarcom tuoli.com but nottuolil.com Notethatyou
haveto inputstring”\. ” whenyouwantit to matchonly aliteral dot.

Example 3. Usingpatterswith IP-addresses.
AllowHosts  ([[:digit:]J{1\,3\.){3}[[:digit: {1y 3}

This patternmatcheswith ary IP addresgx.y.z.g. However, somehosts hostnamesould alsomatch
this pattern.

Example 4 Using\i .
AllowHosts "\i192.%\.3"

When\i is usedin the beginning of a pattern,only hostIP-addresseare used. The above pattern
matchesfor example with 192.0.0.3
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3.1. BasicConfiguration 17

e AllowSHosts /DenySHosts
The.shosts ,.rhosts |, /etc/shosts.equiv and/etc/hosts.equiv entriesarehonored
only for hostswhosenamematchesone of the specifiedpatterns. It is recommendedo usethese
keywordswith host-baseduthentication.

e AllowUsers /DenyUsers
Login is allowed/deniecasusersvhosenamematcheoneof the specifiedpatterns.

Example 1 Usingcompleteusernames
DenyUsers devil@evil\.org,warezdude,31373

This denieslogin as devil when connectionis coming from evil.org. It alsodenieslogin (from all
addressegyswarezdudeandasuserwhoseUID is 31373

Example 2 Using patternswith usernames

AllowUsers "sj*,s[:isdigit:]+,s(jljamza)"

This patternmatcheswith, for example sjj, sjjj, s1, s123 andsamzabut not with s1xor with slj.
Example 3 Using\i .

AllowUsers "sjl@\i192.*\.3"

Thiswould allow login asusersjl to connectonly from thosehostswhoselP-addressnatcheswith the
specifiedpattern.
e AllowGroups /DenyGroups

Login is allowed/deniedwvhen one of the groupsthe userbelongsto matchesone of the specified
patterns.

Example 1

AllowGroups root,staff,users

More informationon keywordsis availablein thesshd2 _config manpages.

Note: All the patternsusedin abosre examplesare in accordancavith SSHREGEX SYNTAX_EGRER
whichis the defaultregex syntaxin SSHSecureShellversion3.0. However, the regex syntaxcanbe chosen
by usingthe metaconfighlockin thebeginningof ssh2 _config andsshd2 _config

## SSH CONFIGURATIONFILE FORMATVERSION 1.1
## REGEX-SYNTAXegrep
## end of metaconfig

Possiblevaluesof REGEX-SYNTAMaressh , egrep , zsh _fileglob andtraditional . More infor-
mationis availablein thesshregex manpages.

Previousversionsof SSHSecureShellusealwaysSSHREGEX SYNTAX _ZSH FILEGLOB.

SSHSecute Shell Admin Guide © 2001SSHCommunicationSecurityOy;j



18 Chapter 3. Configuring SSH Secure Shell

3.2 Configuring SSHSecute Shellfor TCP Wrappers Support

To enableusageof TCP Wrapperswith SSHSecureShell,do thefollowing asroot :

1. If SSHSecureShellwaspreviouslyinstalledfrom binaries you maywantto uninstallit beforecontin-
uing.

2. Compilethesourcecode:
Jconfigure --with-libwrap

make
make install

Note: If configure  doesnotfind libwrap.a , dothefollowing:

e Locatelibwrap.a
e Runconfigure again:

make distclean
Jconfigure --with-libwrap=/path_to/libwrap.a

3. Createor editthe/etc/hosts.allow and/etc/hosts.deny files.

When a usertries to connectto the SSH SecureShell sener, the TCP wrapperdaemon(tcpd )
reads the /etc/hosts.allow file for a rule that matchesthe client's hostnameor IP. If
/etc/hosts.allow doesnot containa rule allowing accesstcpd reads/etc/hosts.deny

for arule thatwould dery accesslf neitherfile containsanacceptor dery rule, accesss grantedby
default.

Thesyntaxfor the/etc/hosts.allow and/etc/hosts.deny filesis asfollows:
daemon : client_hostname_or_IP

Thetypical setupis to dery accesso everyonein the/etc/hosts.deny (Thisexampleshavs both
SSH1landSSH2):

sshdl: ALL

sshd2: ALL

sshdfwd-X11 : ALL

or simply

ALL: ALL

And thenallow acces®nly to trustedclientsin the/etc/hosts.allow
sshdl : trusted client IP_or_hostname

sshd2 : .ssh.com foo.bar.fi
sshdfwd-X11 : .ssh.com foo.bar.fi
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3.3. Configuring SSH2for SSH1Compatibility 19

Basedbonthe/etc/hosts.allow file abore,userscomingfrom arny hostin thessh.condomainor
from the hostfoo.barfi areallowedto getin.

Troubleshooting

1. Make surethatyou arenot having ary network problems.

2. Make surethatSSHSecureShellseneris running:
kill -0 ‘cat /var/run/sshd2_22.pid*
or
kill -0 ‘cat /etc/ssh2/sshd2_22.pid’

If yougetamessagéNo sud process, restarthesshd2 daemon.
3. Checkyour/etc/hosts.allow and/etc/hosts.deny files.

e Ensurethattheclient’s IP addres®r hostnameis correct.

e If youareusingahostname you mustsupplythefully qualifieddomainname.
4. If youchangedomethingn thesshd2 _config file, youneedto HUPthesshd2 daemon.

5. Runtcpdchk andtcpdmatch . Theseprogramsareusedto analyzeandreportproblemswith your
TCPWrapperssetup.Pleaseseethe manpagedor moreinformationonthesecommands.

3.3 Configuring SSH2for SSH1Compatibility

Note:SSHCommunicationsSecurityconsiderghe versionl protocoldeprecatednddoesnot recommend
theuseof it (http://www.ssh.com/products/ssh/cert ).

The SSH2and SSH1protocolsare not compatiblewith eachother This inconveniencds necessarysince
the SSH2protocolincludesremarkablesecurityand performanceenhancementthat would not have been
possiblef protocol-lezel compatibilitywith SSH1hadbeenretained.

However, the currentimplementation®f SSH2andSSH1aredesignedsothatthey canboth berun onthe
samemachine.This makesthetransitionfrom theold but well-establishe@ SH1protocolto the moresecure
andmoreflexible SSH2protocolmucheasier The SSH2sener daemonincludesa fallbackfunction that
automaticallyinvokesthe SSH1senerwhenrequired.

To setup bothSSH1andSSH2senerson the sameUnix systemyou shoulddo the following:

1. Install the latestavailableversionof SSH1. (As of this printing, the latestversionis ssh-1.2.30 )
The SSH1compatibilityfallbackrequiresversionl.2.26or later.

SSHSecute Shell Admin Guide © 2001SSHCommunicationSecurityOy;j



20 Chapter 3. Configuring SSH Secure Shell

2. Install SSH2.

3. If you previously had SSH1installed,pleasemake surethatthe old sshd is no longerrun at boot.
Onlysshd2 shouldberun. If youhavethe SSH1versionof sshd running,youshouldkill themaster
daemon.You canfind its processd in /var/run/sshd.pid

4. Make surethat /usr/local/sbin/sshd2 is run automaticallyat boot. On mostsystemsyou
shouldaddrunningit into /etc/rc.local or under/etc/rc.d

¢ Whenyourunsshd2 , the SSH1daemorshouldnot be running. WhenusingSSH2with SSH1
compatibility, you shouldonly runsshd?2 . It will thenautomaticallystartSSH1asneeded.

5. If youdo notwantto reboot,you shouldnow manuallyrun/usr/local/sbin/sshd2

3.4 Forwarding

The SSH2connectiomrotocolprovideschannelghatcanbe usedfor awide rangeof purposesAll of these
channelaremultiplexedinto asingleencryptedunnelandcanbeusedfor forwarding("tunneling”) arbitrary
TCP/IPportsandX11 connections.

3.4.1 X11 Forwarding

To enableX11 forwarding, make surethatthe SSH SecureShell software was compiledwith X (you did
not run ./configure with ary X disablingoptions). Also, make surethat you have this line in your
letc/ssh2/sshd2 _config file:

ForwardX11 yes

Log into theremotesystemandtypexclock & Thisstartsa X clock programthatcanbe usedfor testing
theforwardingconnection.f the X clock window is displayedproperly you have X11 forwardingworking
fine.

NOTE: Do NOT setthe DISPLAY variableon the client. You will mostlikely disableencryption. (X
connectiongorwardedthroughSecureShellusea speciallocal displaysetting.)

To forward X11 traffic onthe SSHSecureShellfor Workstations/Nindows client:

1. InstallanX sener (X emulation)programon Windows (eXceed Reflection or thelike)
2. Startthe SSHSecureShellfor Workstationswindows client

3. SelectEdit -> Settings...-> Tunneling andmake surethatthe Forward X11 connectionscheckbox
is checled

4. Sareyour settingdfor the SSHSecureShellfor WorkstationaVindows client
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5. QuittheWindows client, startit againandlog into theremotehost
6. Startthe X sener (X emulation)program

7. Runxterm orxclock from SSHSecureShell,andit shouldwork.

3.4.2 Port Forwarding

Portforwarding,in otherwordstunneling,is a way to forward otherwiseinsecurel CP traffic throughSSH
SecureShell. For example,you cansecurePOP3,SMTP andHTTP connectionghat would otherwisebe
insecurgseeFigure3.1 (Encryptedssh2tunnel)).

TCP traffic f/lr;;get\'\
( Encrypted ssh2 tunnel l

ﬁ
Client session Sshdserver

Figure3.1: Making insecurel CP connectionsecureusingchannelsnsidetheencryptedssh2tunnel

Therearetwo kinds of port forwarding: local and remoteforwarding. They arealso called outgoingand
incomingtunnels,respectrely. Local port forwardingforwardstraffic comingto alocal port to a specified
remoteport.

For example,if youissuethecommand
ssh2 -L local_port:remote:remote_port user@remote
all traffic which comesto portlocal _port onthelocal hostwill beforwardedto portremote _port on

theremotehost.

Remoteport forwardingdoesthe opposite:it forwardstraffic comingto a remoteport to a specifiedlocal
port.

For example,if youissuethecommand

ssh2 -R remote_port:local:local_port user@remote

all traffic which comesto portremote _port ontheremotehostwill be forwardedto portlocal _port
onthelocal host.

If you have threehosts,client , sshdserver , andappserver , andyou forwardthetraffic comingto
client ’sportx toappserver ’'sporty butyouconnecto sshdserver only, the connectiorbetween
client andsshdserver is secure.SeeFigure3.2 (Forwardingto athird host). The commandyou use
wouldlook like thefollowing:
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22 Chapter 3. Configuring SSH Secure Shell

ssh2 -L x:appservery user@sshdserver

TCP traffic Internet
Encrypted ssh2 tunnel @:

Eﬂ% = =
Client session Sshdserver Appserver

Figure3.2: Forwardingto a third host

Insecure
connection

i)

Forwarding FTP

With SSHSecureShellversion3.0it is possibleto easilyforward FTP connectiondy usingthe following
syntax:

ssh2 -L FTP/x:ftpdservery user@sshdserver

Boththeftp dataandcontrolconnectiorwill besecured.

If sshd2 andftpd areondifferentmachinesFTPforwardingworksonly if ftp is runningin passie mode.
However, if sshd2and ftpd are on the samemachine,the forwarding works regardlessof whetherftp is
runningin passve or active mode.

3.4.3 Agent Forwarding

SeeSections.5 (Using AuthenticationAgent).
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Chapter 4

Authentication

This chaptercontainsinstructionson usingdifferentauthenticatioomethodswith SSHSecureShell. Please
referto Section6.2 (in the Appendix)for thelist of the availableauthenticatiormethods.

4.1 Sewver Authentication

4.1.1 Public-KeyAuthentication

When public-key authenticatioris usedto authenticatehe sener, the first connectionis very important.
Duringthatyou will getamessagsimilarto following.

Host key not found from database.

Key fingerprint:

xezop-fomas-lifot-pisoc-zyvik-hutoz -bafaf -zapy c-lub ev-rik ed-de xax
You can get a public key's fingerprint by running

% ssh-keygen -F publickey.pub

on the keyfile.

Are you sure you want to continue connecting (yes/no)?

At thispoint,youshouldverify thatthefingerprintis correct.If thefingerprintis notverified,it is possiblehat
theseneryouareconnectingo is nottherealone(man-in-the-middlattad). After verifying thefingerprint,
it is safeto continueconnecting.The sener’s public key will thenbe storedin the”/.ssh2/hostkeys
directory on the client machine. After the first connectionthe local copy of sener’s public key will be
usedin senerauthenticatiorwhichis doneduring Diffie-Hellmankey exchangehrougha singlepublic-key
operation.

If you wantto avoid the risk of the first connectionyou cancopy the sener public key in advanceto the
/etc/ssh2/hostkeys directoryon the client machineandsetthe StrictHostKeyChecking key-
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word in thessh2 _config file to yes . After this,ssh2 refusedo connectf sener’s public key is notin
the/etc/ssh2/hostkeys directory

Thekey pair usedfor senerauthentications definedin thesshd2 _config file.

HostkeyFile <private hostkey>
PublicHostKeyFile <public  hostkey>

During installationone DSA key pair (hostkey andhostkey.pub ) is generatedo the/etc/ssh2/
directory As defaultthis key pairis usedfor senerauthentication.

Startingfrom SSHSecureShellversion3.0sener canhave multiple hostkeys. It canhave oneDSA andone
RSAkey pair. You couldhave,for example thefollowing setof settingsin yoursshd2 _config file.

# RSA key
HostkeyFile hostkey rsa
PublicHostKeyFile hostkey rsa.pub

# DSA key

HostkeyFile hostkey dsa
PublicHostKeyFile hostkey dsa.pub

Both keys arereadin memorywhenthe sshd2 is startedwhich meanghateitheroneof themcanbe used
to authenticatéhe sener.

4.1.2 Certificate Authentication

Senerauthentications doneduringthe Diffie-Hellmankey exchangeandin brief thisis whathappensvhen
certificatesareused:

Thesener sendsts certificate(which includesits public key) to theclient.

As the sener certificateis signedwith the privatekey of a certificationauthority (CA), the clientcan
verify thevalidity of thesener certificateby usingthe CA certificate.

Theclientcheckshatthe certificatehasthefully qualifieddomainnameof thesener.

Theclientverifiesthatthe sener hasavalid privatekey by usinga challenge.

Whencertificatesareused,jt is impossibleto fall victim of the man-in-the-middlattack,becausehe sener
certificateis checledto have beenissuedby atrustedCA.

To usecertificatedor senerauthenticationdo thefollowing:
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1. Enroll acertificatefor thesener. Notethatthe DNS Address needdo bethefully qualifieddomain
nameof thesener.

Example: Enrollmentusingssh-certeroll2

$ /ssh-certenroll2 -g -p id:key -e

-s "C=FI,0=SSH,CN=testserver;dns=tests erver. trust ed.or g"
-a "http://test-ca.trusted.org:8080/pk ix/"

-0 letc/ssh2/hostcert_rsa letc/ssh2/test-ca-certificate.crt

Generated 1024 bit private key saved to file
/etc/ssh2/hostcert_rsa.prv.

2. Sener’s privatekey mustbein ssh2format. To convert X.509 keys to ssh2format, use-x flag with
ssh-leygen2

$ ssh-keygen2 -x <keyname>
Private  key imported from X.509 format
Successfully saved private key to <keyname>_ ssh2

PKCS#12keys canbe convertedto ssh2formatusing-k flagwith ssh-leygen2

$ ssh-keygen2 -k <keyname>

Password needed for PFX integrity check

Integrity check ok.

Got shrouded key.

New passphrase for private key

Again :

Successfully saved private key to <keyname>_ ssh2
Safe decrypted succesfully.

Got certificate.

Certificate written to file  <keyname>_ssh2.crt

3. Copy the CA certificate(s}o the clientmachine.6u caneithercopy the X.509 certificate(sassuchor
you cancopy a PKCS#7 packagencludingthe CA certificate(s).

Certificatescanbe extractedfrom a PKCS#7 packageusing-7 flag with ssh-leygen2

4. Definethe CA certificate(sJusedin hostauthenticationn thessh2 _config file:
HostCA <ca-certificate>

Only oneCA certificatecanbe definedperHostCA keyword.
You candisableusageof CRLsby usingHostCANoCrls keyword insteadof HostCA.

HostCANoCrls <ca-certificate>

NOTE: CRL usageshouldonly bedisabledfor testingpurposesOtherwisét’s alwayshighly recom-
mendedo useCRLs.
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5. Definealsothe LDAP sener(s)in thessh2 _config file.
LDAPServers Idap://serverl.domainl:portl,ldap://s erver 2.domain2:p ort2,
6. Definetheprivatekey andsener certificatein thesshd2 _config file.

HostkeyFile <private key>
HostCertificateFile <server-certificate>

Note: Only thecommercialersionof SSHSecureShellincludescertificatesupport.

4.2 UserAuthentication

Therearesereraldifferentmethodgo authenticateisersn SSHSecureShell. Theseauthenticationmethods
canbecombinedor usedseparatelydependingn thelevel of functionalityandsecurityyou want.

4.2.1 Password

This authenticatiormethodis the easiesto implement,asit is setup by default. Passvord authentication
usesthe/etc/passwd  or/etc/shadow file onyour UNIX systemdependingon how your passverds
aresetup.

To make sure password authenticationis enabled, the AllowedAuthentications field both
in /etc/ssh2/sshd2 _config  and /etc/ssh2/ssh2 _config  files should contain the word
password :

AllowedAuthentications password

Otherauthenticatioimethodscanbelistedin the configuratiorfiles aswell.

4.2.2 Public-Key Authentication

Peruserconfigurationinformationandencryptionkeys are by default storedin the.ssh2  subdirectoryof
eachusers homedirectory

In the following instructions,Remotds the SSH SecureShell sener machineinto which you aretrying to
connectandLocal is the machinerunningan SSHSecureShellclient.
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KeysGeneratedwith ssh- keygen2

In orderto setup userpublic-key authenticationeitherusethe Public-Key Manageyssh-pubkeymgr , or
do a manualsetupaccordingto the following instructions.SeeSection5.7 (Using Public-Key Manager)if
youwantto know moreaboutssh-pubkeymgr

1. To make surethatpublic-key authenticatioris enabledthe AllowedAuthentications field both
in /etc/ssh2/sshd2 _config file on Remoteandin /etc/ssh2/ssh2 _config file on Local
shouldcontaintheword publickey

AllowedAuthentications publickey

Otherauthenticatioomethodscanbelistedin the configuratiorfile aswell.

2. Createa key pair by executingssh-keygen2 onlLocal

Local> ssh-keygen2
Generating  1024-bit  dsa key pair
1 000.000.0
Key generated.
1024-bit dsa, user@Local, Wed Mar 22 2000 00:13:43 +0200
Passphrase
Again
Private  key saved to /home/user/.ssh2/id_dsa 1024 a
Public key saved to /home/user/.ssh2/id_dsa_1024_a.pub

Ssh-keygen2 will askyoufor apassphrastr thenew key. Entera sufiiciently long (20 characters
or so) sequence®f ary charactergwhite spacesare OK). Ssh-keygen2 createsa.ssh2 directory
in your homedirectory andstoresyour new authenticatiorkey pairin two separatdiles. Oneis your
privatekey whichmustNEVER be madeavailableto anyonebut yourself. The privatekey canonly be
usedtogethemwith the passphrasdn the above example the privatekey file isid _dsa _1024 _a. The
otherfile id _dsa 1024 _a.pub is your public key, which canbedistributedto othercomputers.

Note: SSHSecureShell 3.0 includessupportfor RSA keys. They canbe generatedy usingthe -t
flag with ssh-leygen2.

Local> ssh-keygen2 -t rsa
Generating  1024-bit  rsa key pair
2 000.0000.000
Key generated.
1024-bit  rsa, user@Local, Wed May 02 2001 14:15:41 +0300
Passphrase
Again
Private  key saved to /home/user/.ssh2/id_rsa 1024 a
Public key saved to /home/user/.ssh2/id_rsa_1024 a.pub

3. Createanidentification file in your™/.ssh2  directoryonLocal
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Local> cd "/.ssh2
Local> echo "ldKey id _dsa 1024 a" > identification

You now have anidentification file which consistsof oneline thatdenoteghefile containing
your identification(your privatekey). For specialapplicationsyou cancreatemultiple identifications
by executingssh-keygen again.Thisis, however, notneededn the mostcommoncases.

4. Copy yourpublickey (id _dsa 1024 _a.pub )tothe™/.ssh2  directoryon Remote

5. Createanauthorization file in your™/.ssh2  directoryon Remote Add the following line to
authorization

Key id_dsa_1024_a.pub

This directsthe SSH SecureShell sener to useid _dsa _1024 _a.pub asa valid public key when
authorizingyour login. If youwantto login to Remotefrom otherhosts,createauthorizatiorkeys on
thehosts(stepsl and2) andrepeaisteps3 and4 on Remote

6. Now you shouldbeableto login to Remotdrom Local usingSecureShell.
Try to login:
Local>ssh  Remote
Passphrase for key "/home/user/.ssh2/id_dsa 1024 a
with  comment "1024-bit dsa, created by user@Local
Wed Mar 22 2000 00:13:43  +0200";

After youhave enteredhepassphrasef your privatekey, a SecureShellconnectiorwill beestablished.

KeysGeneratedwith ssh- keygenl

SSHSecureShellversion3.0 enableghe usageof keys generatedvith ssh-keygenl . However, thekeys
needto befirst corvertedfrom sshlformatto ssh2format.

$ ssh-keygen2 -1 <keyname>.pub

Successfully converted public key to <keyname>.pub_ssh2
$ ssh-keygen2 -1 <keyname>
Passphrase

Successfully converted  private key to <keyname> ssh2

PGP Keys

The SSHSecureshellonly supportehe OpenPGRBtandarcandthe PGPprogramghatuseit. GnuPGis used
in the following instructions.If you usePGPR the only differenceis thatthefile extensionis pgp insteadof

gpg.

© 2001SSHCommunicationSecurityOy;j SSHSecuie Shell Admin Guide



4.2. User Authentication 29

1. To make surethatuserpublic-key authenticatioris enabledthe AllowedAuthentications field
bothin /etc/ssh2/sshd2 _config file on Remoteand/etc/ssh2/ssh2 _config file on Lo-
cal shouldcontaintheword publickey

AllowedAuthentications publickey

Otherauthenticatioomethodscanbelistedin the configuratiorfile aswell.
2. Copy your privatekey ring (secring.gpg ) tothe"™/.ssh2  directoryonLocal.

3. Createanidentification file in your~/.ssh2  directoryon Local if you do not alreadyhave
one.Add thefollowing linesto identification

PgpSecretKeyFile <filename of the wuser's private key ring>
IdPgpKeyName <name of the OpenPGP key in PgpSecretkeyFile>
IdPgpKeyFingerprint <fingerprint of OpenPGP key in PgpSecretKeyFile>
IdPgpKeyld <id of the OpenPGPkey in PgpSecretkeyFile>

4. Copy your publickey ring (pubring.gpg ) tothe™/.ssh2  directoryon Remote

scp2 pubring.gpg user@remote_host:.ssh2

5. Createanauthorization file in your™/.ssh2  directoryon Remote Add thefollowing linesto
authorization
PgpPublickeyFile <filename of the wuser's public key ring>
PgpKeyName <name of the OpenPGP key>
PgpKeyFingerprint <fingerprint the OpenPGP key>
PgpKeyld <id of the OpenPGP key>

6. Now you shouldbeableto login to Remotdrom Local usingSecureShell.

Try to login:

Local>ssh  Remote
Passphrase for pgp key "user (comment) <user@Local>":

After you have enteredhe passphrasef your PGPkey, a SecureShellconnectiorwill beestablished.

Optional Extra Configuration

e It is possibleto have somedifferentsettingsdependingon which key is usedin public-key authentica-
tion. Yourauthorization file could,for example,look lik e thefollowing:

Key master.pub

Key maid.pub

Options  allow-from="*\.trusted\.org"

Key butler.pub

Options  deny-from="*\.evil\.org",deny-from= "phon ey.or g",no- pty
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When someonenow logins using master key, the connectionis not limited in aryway by
authorization file. However, if maid key is used,only connectiondrom certain hostswill
be allowed. And if butler key is used,connectionsare deniedfrom certainhostsandin addition
allocationof tty is prevented.

Note: The Options keyword is available only in SSH SecureShell version3.0 andlater In the
previousversionghe only key-specifickeywordis command

Moreinformationon options (andcommand) keyword is availablein thessh2 manpages.

The peruserconfigurationdirectorycanbe changedy settingthe UserConfigDirectory key-
wordin thesshd2 _config file.

4.2.3 Host-BasedAuthentication

Thefollowing termswill beusedin this example:

Remotds the SSHSecureShell sener into which you aretrying to connect.RemoteUseis the username
on the sener into which you would like to login. Local is the machinerunninga SSHSecureShell client.
LocalUseris theusernameon the clientmachinethatshouldbe allowedto login to RemoteasRemoteUser

1. First, install SSHSecureShell on the Local and Remotemachines.Do not forgetto generatea host

key. If yourinstallationdid this, or if you alreadyhave a copy of your /etc/ssh2/hostkey and
/etc/ssh2/hostkey.pub, you canskip thehostkey generationOtherwisedo this:

# ssh-keygen2 -P /etc/ssh2/hostkey

Note: In SSHSecureShellversion3.0andlateryou canalsouseRSA keys.

. Copy theLocal machines/etc/ssh2/hostkey.pub file overto theRemotenachineandnameit

letc/ssh2/knownhosts/ host nane. donai n.s sh-dss .pub

In the placeof host nane. donai n above, you mustusethe long hostnameof the Local machine
(thefully qualifieddomainname). You will runinto problemsif the systemdoesnot recognizethe
hostnameashostname.domain.somewhere.com but recognizest only ashostname . You
canfind this outwhile runningsshd2 in verbosenodewhentrying to make connections.

The Remotemachinenow hasthe Local machines public key, sothe Remotanachinecanverify the
Local machines identity basedon a public-key signature.By contrastysh only usesthe IP address
for hostauthentication.

Note: If you wuse RSA keys the name of the Local machines
/etc/ssh2/hostkey.pub fle over to the Remote machine need to be
/etc/ssh2/knownhosts/ host name. domai n.s sh-rsa .pub .

. To make surethat SSHSecureShellfindsyour completedomainname notjustthe hostname editthe

following line in the/etc/ssh2/ssh2 _config file onLocal

DefaultDomain yourdomain.com
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4. Onthe Remotemachine createa file in the homedirectoryof RemoteUsenamed.shosts. The
contentof this file shouldbethelong hostnameof Local, sometabsor spacesandthe usernameof
LocalUser

Contentf “/.shosts:

localhostname.yourdomain.com LocalUser

Be sureto chown andchmod the.shosts file. The.shosts file mustbe ownedby RemoteUser
andshouldhave mode0400.

5. Checkthefiles/etc/ssh2/sshd2 _config onRemoteand/etc/ssh2/ssh2 _config onlLo-
cal. Make surethatthe AllowedAuthentications field containsthe word hostbased . For
example,it mayread:

AllowedAuthentications hostbased,passwd

It doesnotmatterwhatelseis in there.Justmake surethatthehostbased keywordis firstin thelist.

6. Also checkthat IgnoreRhosts  is setto no in the your /etc/ssh2/sshd2 _config file on
Remote
IgnoreRhosts no

If you hadto modify thesshd2 _config file, youwill have to senda HUP signalto sshd2 to make

thechangetake effect.

# kill -HUP ‘cat /var/run/sshd2_22.pid’
or

# kill -HUP ‘cat /etc/ssh2/sshd2_22.pid*

7. Youshouldbeall set.

OnLocal, log in asLocalUserandgive the command

ssh RemoteUser@Remote uptime

You shouldgetbacktheresultsof uptime runonRemote

Thefirsttimeyourunssh tothatparticularsener, youwill haveto answeryeswhenasledif youwant
to connecto thesener. Thisis becaus¢helocalssh doesnotyethavetheremotesener’spublickey.
Thiswill only happenwhenconnectingor thefirst time.
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Troubleshooting

¢ Did younamethehostkey file appropriatelyat shouldbe either

letc/ssh2/knownhosts/HOSTNAME.ssh -dss. pub
or
/etc/ssh2/knownhosts/HOSTNAME.ssh -rsa. pub

whereHOSTNAMEasto bethelong hostname(fully qualifieddomainname).
¢ Did you copy thehostkey properly?
e Checkthatthekey on Remotes actuallythesameashostkey.pub  onLocal.

OnLocal:

$ ssh-keygen2 -F /etc/ssh2/hostkey.pub

OnRemote

$ ssh-keygen2 -F /etc/ssh2/knownhosts/hostname.domain. ssh-ds s.pub
or

$ ssh-keygen2 -F /etc/ssh2/knownhosts/hostname.domain. ssh-rs a.pub

Thekey fingerprintsshouldmatch.
e Checkyourspellingin the.shosts file.

e Makesurethe.shosts file is ownedby RemoteUseandcheckthatits permissionsare0400.

# Is -la "/.shosts
-f-m-mmme- 1 RemoteUser users 178 May 28 15:05 /home/RemoteUser/.shosts

e Make surethatthe homedirectoryis ownedby RemoteUser

e Runthe sener with the -d3 option. This is a goodway to seeif a hostkey file is missing,or if
somethings misconfigured.

Using Certificates

It is possibleto usea certificateinsteadof the traditionalpublic key pair to authenticateéhe Local host. In
brief, thisis whatyou needto do:

1. Enablehost-basedwuthenticatiorin ssh2 _config onLocal andin sshd2 _config on Remoteby

usingthe AllowedAuthentications keyword.

2. DefineLocal's sener certificatein sshd2 _config onLocal
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HostKeyFile  <private key>
HostCertificateFile <server-certificate>

The certificatemustcontaina dnsextensionwhich containghefully qualifieddomainnameof Local.
3. SettheDefaultDomain in ssh2 _config onLocal

4. SetHostCA andLdapServers insshd2 _config onRemote

HostCA <trusted-ca-certificate>
LdapServers Idap://server.domain:port

5. Make surethatthe contentsof “/.shosts on Remotéds

localhostname.yourdomain.com LocalUser
More informationis availablein the ssh-certificates manpagesandin Sections4.1.2(Sener) and
4.2.4(User).

Optional Extra Configuration

To make thehost-baseduthenticatioimoresecureyou might wantto considetthefollowing items:

e Settingthe AllowSHosts andDenySHosts keywordsin the sshd2 _config file you canfilter

the.shosts ,.rhosts ,/etc/hosts.equiv and/etc/shosts.equiv entries.

e If you want to allow only global configuration files (/etc/hosts.equiv and
/etc/shosts.equiv ), make sure that you have the following in your sshd2 _config
file.

IgnoreRhosts yes

After this.shosts and.rhosts fileswill notbeusedin host-baseaduthentication.

o Toforceanexactmatchbetweerthe hostnamethattheclientsendgo thesenerandtheclient's DNS
entry, make surethatyou have thefollowing definitionin yoursshd2 _config file.

HostbasedAuthForceClientHosthameD NSMatch yes

Pleasenotethatwith theabove definitionhost-baseduthenticatiorthroughNAT will notwork.

Note:This keywordis availablein version3.0 andlater
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4.2.4 Certificate Authentication

In brief, certificateauthenticationvorksthe following way:

Clientsendgheusercertificate(which inludesusers public key) to the sener.

Senerchecksusingthe CA certificatethatthe users certificateis valid.

Sener checksfrom its mappingfile(s) whetherlogin is allowed or not using the usercertificatein
guestion.

Finally, if connectionis allowed, sener makes surethat the userhasa valid privatekey by usinga
challenge.

Comparedo traditionalpublic-key authenticatiorthis methodis moresecurebecauset is checledthatthe
usercertificatewasissuedoy atrustedCA. In addition,certificateauthenticatioris morecorvenientbecause
no local databasef userpublickeysis requiredonthe sener.

Note: Only thecommercialersionof SSHSecureShellincludescertificatesupport.

Sewer-Side Configuration

Configurethe sener-sidethefollowing way:

1. AcquiretheCA certicateandcopy it to thesenermachine.You caneithercopy theX.509certificate(s)
assuchor you cancopy a PKCS#7 packageancludingthe CA certificate(s).

Certificatecanbe extractedfrom a PKCS#7 packageusing-7 flag with ssh-leygen2

2. Certificateauthenticatioris part of publickey  authenticatiormethod. Make surethat you have
enabledt in thesshd2 _config file:

AllowedAuthentications publickey
3. Specifythe CA certificateandthe mappingfile(s) in thesshd2 _config file:

Pki <ca-cert-path>
MapFile <map-file-path>

You candisableusageof CRLs,by addingPkiDisableCRLs  keyword below thePki keyword.
PkiDisableCRLs yes

NOTE: CRL usageshouldonly bedisabledfor testingpurposesOtherwisét’s alwayshighly recom-
mendedo useCRLs.

You candefineseveral CA certificatedy usingseveral Pki keywords.
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Pki <ca-cert-pathl1>
MapFile <map-file-pathl>
Pki <ca-cert-path2>
MapFile <map-file-path1>
MapFile <map-file-path2>

Note that multiple MapFile keywords are permittedper Pki keyword. Also, if no mappingfile
is defined,all connectionsare deniedevenif usercertificatescan be verified using the definedCA
certificate.

4. Definealsothe LDAP sener(s)in thesshd2 _config file.
LDAPServers Idap://serverl.domainl:portl,ldap://s erver 2.domain2:p ort2,

5. Next you needto createthe mapfile. It specifieswhich certificatesauthorizeloggingin with which
accounts.

Theformatof thefile is thefollowing:
<account-id> <keyword> <arguments>

The keyword canbe eitherEmail , Subject , SerialAndlssuer , or EmailRegex . Theargu-
mentsdependon the keyword.

e Email : agumentss theemailaddressvhich mustbe presenin the certificate.

e Subject : amgumentsis the requiredsubjectnamein LDAP DN (distinguishedname)string
format.

e SerialAndlssuer : argumentds the requiredserialnumberandissuernamein LDAP DN
stringformat, separatethy spaces/tabs.

¢ EmailRegex : amumentds theregexp which mustmatchto anemailaddressn the certificate.
If account-id  containsstring%subst%it is substitutedvith thefirst parenthesizegartof the
regexp.Thepatternsarematchedisingthe SSHREGEXSYNTAXEGREP

Examples

testuser email testuser@ssh.com

testuser  subject C=FI,0=SSH,CN=Secure Shell Tester

testuser serialandissuer 1234 C=FI|,0=SSH,CN=Secure Shell Tester
%subst% emailregex  ([a-z]+)@ssh\.com

The lastline permitslogging with any email addresswith only lettersin the usernameto the corre-
spondingaccount.

Client-Side Configuration

Configurethe clientsideaccordingo the certificatestoragemethodused;softwareor a PKCS#11token (for
example,smartcard).
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Software Certificates

1. Enroll acerticatefor yourself.

Example: Enrollmentusingssh-certerwll2

$ /ssh-certenroll2 -g -p id:key -e

-s "C=FI,0=SSH,CN=user;email=user@trus ted.or ¢g"

-a "http://ltest-ca.trusted.org:8080/pk ix/"

-0 /home/user/.ssh2/user_rsa /etc/ssh2/test-ca-certificate.crt

Generated 1024 bit private key saved to file
/home/user/.ssh2/user_rsa.prv.

2. The private key mustbe in ssh2format. To corvert X.509 keys to ssh2format, use-x flag with
ssh-leygen2:

$ ssh-keygen2 -x <keyname>
Private  key imported from X.509 format
Successfully saved private key to <keyname> ssh2

Also PKCS#12keys canbe corvertedto ssh2format. Thisis doneby using-k flagwith ssh-lkeygen?2

$ ssh-keygen2 -k <keyname>

Password needed for PFX integrity check

Integrity check ok.

Got shrouded key.

New passphrase for private key

Again :

Successfully saved private key to <keyname>_ ssh2
Safe decrypted succesfully.

Got certificate.

Certificate written to file <keyname>_ssh2.crt

3. Make surethatpublic-key authenticatioris enabledn thessh2 _config file.
AllowedAuthentications publickey

4. Specifythe privatekey of your softwarecertificatein the™/.ssh2/identification file.
Certkey <private-key-path>

Thecertificateitself will bereadfrom private-key-path.crt
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PKCS #11Tokens

1. Enablepublic-key authenticationin thessh2 _config file.
AllowedAuthentications publickey
2. Definealsothe externalkey providerandinitial string.

EkProvider  <provider-name>
EkInitString <init-string>

Theabove canbealsodefinedrespectrely using-E and-I flagswith ssh2 .

4.2.5 KerberosAuthentication

WhenKerberosupportis enabledit is possibleto authenticat@isingKerberosredentialsforwardableTGT
(ticket grantingticket) andpassingT GT to remotehostfor singlesign-on.It is alsopossibleto useKerberos
passwerd authenticationPleasenotethat SSHSecureShellonly supportKerberos5.

To enableKerberossupportpleasedo the following:

1. Compilethesource:

Jconfigure --with-kerberos5
make
make install
2. Make surethatyou have thefollowing line in your /etc/ssh2/sshd2 _config file:
AllowedAuthentications kerberos-1@ssh.com,kerberos-tgt-1@ssh .com

Otherauthenticatioomethodscanbelistedin the configuratiorfile aswell.

3. Also, make surethatyou have thefollowing line in your/etc/ssh2/ssh2 _config file:

AllowedAuthentications kerberos-1@ssh.com,kerberos-tgt-1@ssh .com

If you areusing SSHSecureShellversion3.0 or later, make surethatyou usethe new versionsof kerberos
authenticatioomethods:

AllowedAuthentications kerberos-2@ssh.com,kerberos-tgt-2@ ssh.c om

Note: SSHCommunicationsSecurity doesnot provide technical support on how to configurekerberos.
Our support caversonly SSHSecure Shell applications and sourcecode.

SSHSecute Shell Admin Guide © 2001SSHCommunicationSecurityOy;j



38 Chapter 4. Authentication

4.2.6 PluggableAuthentication Modules (PAM)

WhenPAM is used SSHSecureShelltransferghecontrolof authenticationo theLinux-PAM library, which
will thenloadthemodulesspecifiedn the PAM configuratiorfile. Finally, the Linux-PAM library tells SSH
SecureShellwhetheror not the authenticatiowassuccessful SSHSecureShell neitherknows or caresof
theactualauthenticatiomethodemployedby Linux-PAM. Only thefinal resultis of interest.

To enablePAM supportpleasedo thefollowing:

1. Compilethesource:

Jconfigure
make
make install

By default,the PAM servicenameis sshd2 . If youwantto changet, you canaddthe configureflag
--with-daemon-pam-service-name=na me

2. Make surethatyou have thefollowing linesin your/etc/ssh2/sshd2 _config file:

AllowedAuthentications pam-1@ssh.com
SshPamClientPath [full/path/to/ssh-pam-client

Note: By default, SshRmClientRithis /usr/local/bin/ssh-pam-client

3. Edit your/etc/ssh2/ssh2 _config file sothatthe pam-1@ssh.comuthenticatiormethodis al-
lowed.

The PAM configurationis eitherin /etc/pam.conf or in /etc/pam.d/sshd2 . Themodulesareusu-

ally eitherin the/lib/security directoryor in the/usr/lib/security directory Currently SSH

SecureShellsupportsPAM on Linux andon Solaris2.6 or later.

Theremustbe atleastoneauth , oneaccount , andonesession modulein the configuratiorfile. Oth-
erwise,the connectiorwill berefused.Also, moduleswhich requirePAMTTY will notwork becausdTY
allocationis donein SSHSecureShellaftertheauthentication.

Examples

1. /etc/pam.d/sshd2 file on RedHat Linux:

auth required  /lib/security/pam_pwdb.so shadow nullok

auth required  /lib/security/pam_nologin.so

account required  /lib/security/pam_pwdb.so

password required /lib/security/pam_cracklib.so

password required /lib/security/pam_pwdb.so shadow nullok use_authtok
session required  /lib/security/pam_pwdb.so
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2. letc/pam.conf entryon Solaris:

sshd2 auth required lustr/lib/security/pam_unix.so debug
sshd2  account required {ustr/lib/security/pam_unix.so debug
sshd2 password required {ustr/lib/security/pam_unix.so debug
sshd2  session required {ustr/lib/security/pam_unix.so debug

Note: SSH Communications Security doesnot provide technical support on how to configure PAM.
Our support coversonly SSHSecuie Shell applications and sourcecode.

4.2.7 SecurlD

Pleasdamiliarizeyourselfwith the RSA ACE/Sererdocumentatiomeforereadingfurther.

In theinstructionsbelow, the/top  directoryrefersto the RSA ACE/Senertop-level directory

1. In orderto have SecurlDsupportyouneedto compilethesourceon amachinevhereRSA Ace/Sener
(masteror slave) or RSA Ace/Agentsoftwareis alreadyinstalled,configuredandrunning.

Jconfigure --with-serversecurid[=/PATH]
make
make install

ReplacgPATH with theabsolutdPATH to thedirectorycontainingthe following files:

e sdclient.a

e sdacmvls.h

e sdconf.h

e sdi _athd.h
e sdi _size.h
e sdi _type.h
e sdi _defs.h

Theabovefilesarenormallyin /top/ace/examples

Note: If youdonotwantto makethecompilationasroot,make surethatall theabovefilesarereadable.

2. Make surethat you have the following line bothin your /etc/ssh2/sshd2 _config file andin
your/etc/ssh2/ssh2 _config file:

AllowedAuthentications securid-1@ssh.com

3. Checkthattheusersshellis not /top/ace/prog/sdshell

SSHSecute Shell Admin Guide © 2001SSHCommunicationSecurityOy;j



40 Chapter 4. Authentication

4. StarttheRSAACE/Serer.

5. Checkthatthe VAR_ACE ervironmentvariableis set. It hasto be setbeforestartingsshd2 , andits
valuemustbe/top/ace/data

6. Startsshd?2 .

Note: SSH Communications Security doesnot provide technical support on how to configure RSA
ACE/Sewver. Our support coversonly SSHSecure Shellapplications and sourcecode.
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Chapter 5

Using SSH Secure Shell

This chaptemprovidesinformationon how to usethe SSHSecureShell software suite afterit hasbeensuc-
cessfullyinstalledandsetup.

5.1 Usingthe Secuke Shell Sever Daemon(sshd?2)

Thesenerdaemomrogramfor SecureShellis calledsshd2 .

Sshd?2 is normallystartedat boottime from /etc/rc.local or its equivalent. It forks anew daemorfor
eachincomingconnectionThe forkeddaemons$andlekey exchangegncryption,authenticationcommand
execution,anddataexchange.

The SecureShelldaemonis normally run asroot. If it is notrun asroot, it canonly log in asthe userit is
runningas,andpasswerd authenticatioomay not work if the systemusesshadaev passverds. An alternatve
hostkey file mustalsobeused.

5.1.1 Manually Starting the Secue Shell Server Daemon

To manuallystartthe SecureShelldaemontypethecommandsshd . (Note: If theinstallationwassuccess-
fully completedsshd is asymboliclink to sshd2 . If you alsohave SSH1installed,the SSH2installation
procesamodifiesthe existing link. If SSH1compatibility is desired,sshd2 canbe configuredto execute
sshdl whentheclientonly supportsSSH1.)

SshdZanbeconfiguredusingcommand-lineptionsor a configuratiorfile. Command-lineptionsoverride
valuesspecifiedn the configuratiorfile.
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5.1.2 Automatically Starting the Secure Shell Seiver Daemonat Boot Time

If you have installedfrom RPM packagesn RedHator on SUSE,sshd2 is alreadystartingat boottime.
Thesameis trueif you have installedfrom depot in HP-UX.

In thefollowing, two differentwaysof startingSecureShell Daemonat boottime areintroduced.If neither
of thesework in your system eferto your operatingsystemdocumentatioron how to startservicesat boot
time.

Starting from/etc/rc.d/rc. | ocal

In orderto startsshd2 automaticallyat boottime on SystemV basedoperatingsystemsthereshouldbe
symboliclinks to its startupscriptin /etc/rc.d/rc?.d , where”?” is therunlevel. You caneitheradd
thesdinks manuallyor usechkconfig . Thestartupscriptsshd2 shouldbein the/etc/rc.d/init.d
directory

Note: Chkconfig is only availableon RedHat.In SUSE addthe symboliclinks manually

If youwantto usechkconfig , checkthatthefirstlinesin sshd2 aresimilarto thefollowing ones:

#!/bin/sh

#

# Author:  Sami Lehtinen  <sjl@ssh.com>

#

# sshd2 This shell script takes care of starting
# and stopping  sshd2.

#

# chkconfig: 345 34 70

# description: Secure Shell daemon

#

Thismeanghatsshd will bestartedn runlevels3, 4 and5, andthatits startingpriority is 34 andits killing
priority is 70. You canchoosethe runlevelsandpriorities asyou wantaslong assshd is startedafterthe
network is up.

After addingthelinks manuallyor giving the command

chkconfig  --add sshd2

you shouldhave links /etc/rc.d/rc?.d , Similarto

Irwxrwxrwx 1 root root 14 Aug 16 10:07 S34sshd -> ../init.d/sshd
Irwxrwxrwx 1 root root 14 Aug 16 10:07 K70sshd -> ../init.d/sshd
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Starting from/ etc/rc. | ocal

On BSD basedoperatingsystemsyou have to adda similar line to the following to therc.local file in
letc directory:

echo "Starting sshd2..."; {usr/local/sbin/sshd2

After this, the SecureShelldaemorwill startautomaticallyatboottime.

5.1.3 Operation of the Server Daemon

Whensshd2 is started,it beginsto listenon a port for a soclet. The default port is port 22, now a well-
known port for SecureShell. This canbe changedo suit any customernvironmentsge.g. if youwantto run
sshd2 from a non-privilegedaccount;however, make surethat no otherprocesss usingthe port you are
planningto use. The SecureShell daemoncanalsobe startedfrom the Internetdaemoninetd . For the
purposeof thistext, it is assumedhatsshd2 is notinvokedthroughinetd but startedonits own.

Whenthe daemonis listeningfor a soclet, it waits until a client initiatesa soclket connection.Oncecon-
nectedthe daemonforks a child processwhich in turn initiateskey exchangewith the client. The child
procesandlegheactualconnectiorwith theclient, includingauthenticationsupportediphernegotiation,
encrypteddatatransfer andterminationof the connection. After the connectionhasbeenterminated the
child procesgerminatesaswell. The parentprocessemaindlisteningfor otherconnectionaintil explicitly
stopped.

Login Process
Whenausersuccessfullyogsin, sshd2 doesthefollowing:

1. Changego runwith normaluserprivileges.
2. Setsupbasicervironment.

3. Readdetc/environment if it exists.
4. Changego theusershomedirectory

5. Runstheusers shellor specifiedcommand.

5.1.4 Resettingand Stoppingthe Server Daemon

When the Secure Shell daemon is started, its process identifier (PID) is stored
in  /var/run/sshd2 22.pid or, if the directory /var/run does not exist, in
/etc/ssh2/sshd2 22.pid . This makesit easyto kill theappropriatelaemon:
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kill ‘cat  /var/run/sshd2_22.pid’
or sendsignalsto it:
kill -SIGNAL ‘cat /var/run/sshd2_22.pid*

The SecureShelldaemorhandlessignalsikeinetd : youcansendit a SIGHUPsignalto makeit rereadts
configuratiorfile. Thedaemorcanbestoppedy sendinghe SIGKILL signal.

5.1.5 Configuration File and Command-Line Options

Sshd2 readsconfigurationdatafrom /etc/ssh2/sshd2 _config (or thefile specifiedwith -f onthe
commandine). Thefile containskeyword-valuepairs,oneperline. Linesstartingwith a numbersign# as
well asemptylinesareinterpretecascomments.

For detailedinformationaboutthe optionsavailablein the configuratiorfile andonthecommandine, please
referto thesshd2config’5) andto the sshdZ8) manualpages.

5.1.6 Subsystems

Subsystemsanbedefinedin thesshd2 _config file usingthefollowing syntax.
subsystem-<name> argument

Theargument is thecommandwvhichwill beexecutedwvhenthe subsystenis requested.
$ ssh2 -s <name> user@remote

Theargument canbealist of commandseparatedavith ; orit can,for example referto ascript.

Oneexampleof a subsystenis sftp

subsystem-sftp lusr/local/bin/sftp-server

5.2 Usingthe Secure ShellClient (ssh?2)

ThebasicSecureShellclient programis calledssh2 .
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Ssh2 canbeusedeitherto initiate aninteractive sessionfesemblinglogin , or to executea commandn
away similarto thersh command.

The SecureShellclientconnectgo theseneron port 22, whichis awell-known portfor SecureShell.

5.2.1 Starting the Secure Shell Client

Ssh2 hasavery simplesyntax:
ssh2 [options] hostname [command]

The mostcommonusages to establishaninteractve sessiorto aremotehost. This canbe donesimply by
typingssh hostname.domain . A real-world examplecouldbessh somehost.ssh.com . Aswith
rsh andrlogin ,theuserlD to beusedcanbespecifiedwith the-lI option.

Note: As showvn in the above example,in the normalcase you do not have to type ssh2 . Theinstallation
processcreatesa symboliclink, ssh, that pointsto the actualssh2 executable. If you alsohave SSH1
installed,youwill needto typesshl torunthe SSHlclient.

Thessh2 command-lineptionsaredocumentedh detailonthesshZ1) manualpage.

5.2.2 Configuration File and Command-Line Options

Ssh2 reads configuration data  from letc/ssh2/ssh2 _config and from
$HOME/.ssh2/ssh2 _config (or the file specifiedwith -F on the commandline). The file con-
tains keyword-value pairs, one per line. Lines startingwith a numbersign # aswell asemptylines are
interpretedascomments.For detailedinformationaboutthe optionsavailablein the configurationfile and
onthecommandine, pleasereferto the ssh2config5) andto the sshZ5) manualpages.

5.3 Using Secure Copy (scp2)

Scp2is a programfor copying files over the network securely It usesssh2 for datatransfer andusesthe
sameauthenticatiormndprovidesthe samesecurityasssh2 .

Scp2 usesa specialffile transferprotocolfor the dataexchangebetweerthe clientandsener. Thisis notto
beconfusedwith FTP.

Thebasicsyntaxfor scp2 is likethis:

scp user@source:/directory/file user@destination:/directory/file
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Note: As showvn in the abore example,in the normalcase you do not have to type scp2 . Theinstallation
processcreatesa symboliclink, scp, that pointsto the actualscp2 executable. If you alsohave SSH1
installed,youwill needto typescpl torunthe SSHlclient.

Scp2 canbeusedto copy filesin eitherdirection;thatis, from thelocal systento the remotesystemor vice
versa. Local pathscanbe specifiedwithout the user@system:  prefix. Relatve pathscanalsobe used;
they areinterpretedelative to theusers homedirectory

Thescp2 command-lineptionsaredocumentedh detailonthescpZ1) manualpage.

5.4 Using Secute File Transfer (sft p2)

Sftp2is a FTP-like clientthatworksin a similar fashionto scp2 . Justlike scp2 , sftp2 runswith normal
userprivilegesandusesssh2 for transportEventhoughit functionslike ftp |, sftp2 doesnotusethe FTP
daemonor the FTP client for its connections.The sftp2  client canbe usedto connecto ary hostthatis
runningthe SecureShellsener daemon(sshd2 ).

Thebasicsyntaxfor sftp2 is likethis:
sftp  [options] hostname

Note: As shawvn in the above example,in thenormalcase you do nothaveto typesftp2 . Theinstallation
procesgreatesa symboliclink, sftp , thatpointsto theactualsftp2 executablesftp wasnotincluded
in SSH1.

Actualusageof sftp2 is similarto thetraditionalftp program.

Thesftp2 command-lineptionsaredocumentedn detailonthe sftp21) manualpage.

5.5 UsingAuthentication Agent (ssh- agent 2, ssh- add2)

Ssh-gent2is a programto hold private keys for authentication.With Ssh-add2you canaddidentitiesto
theauthenticatiomgent.Whenyou usethe authenticatioragent it will automaticallybe usedfor public-key
authentication.This way, you only have to type the passphrasef your privatekey onceto the agent. Au-
thenticationdatadoesnot have to be storedon arny othermachinethanthelocal machine andauthentication
passphrases privatekeys never go over the network.

Startssh-agent2  with thecommand
eval ‘ssh-agent2’

or with thecommand
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exec ssh-agent $SHELL
After that,you canaddidentitieslik e this:

% ssh-add2 id_dsa 1024 a

Adding identity: id dsa 1024 a

Need passphrase for id_dsa 1024 a (1024-bit dsa,
user@localhost, Tue Aug 01 2000 19:41:42).

Enter passphrase:

Whenyou connecto aremotehostandusepublic-key authenticationyou will getstraightin.
If youwantthe connectiorto theagentto beforwardedoverssh remotelogins,you shouldhavethislinein
your/etc/ssh2/sshd2 _config file:

AllowAgentForwarding yes

The ssh-agent2 andssh-add2 command-lineoptionsare documentedn detail on the ssh-gjent1)
andssh-add?1l) manualpages.

5.6 Using Chroot Manager (ssh- chr oot ngr)

Ssh-tirootmgris a helperapplicationto be usedin instancesvhereyou would lik e to restrictusersto their
own homedirectorywhenthey usessh2andsftp2. Note thatthis worksonly for staticbuilds, becaus¢hey
do notuseary sharedibraries. Also, this functionalityis not availabledirectly in the binaries,anddoesnot
work on Solaris.

1. First,compilethesource.

Jconfigure --enable-static
make
make install

2. Runssh-chrootmgr  with root privilegesandspecifythe appropriataisernameson the command
line.

ssh-chrootmgr userl wuser2 user3

If youwant,you canrunssh-chrootmgr  with the-v optionto getmoreinformation,or with the
- optionto suppressry output.

3. Editthefollowing line in the configuratiorfile /etc/ssh2/sshd2 _config:
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ChRootUsers userl,user2,user3
If all theusersarein the samegroup,editthefollowing instead:
ChRootGroups groupl,group2,group3

4. Editthe/etc/passwd file sothattheusers shellis /bin/ssh-dummy-shell

5. Try to connectwith sftp , for exampleasuserl , andverify thatthe environmentis chrooted.
The ssh-chrootmgr ~ command-lineoptionsare documentedn detail on the ssh-dirootmgi(1) manual
page.
If youwantto establisha chrootedervironmentmanuallywithoutusingssh-chrootmgr , dothefollowing

aftercompilingstaticbinaries:

1. Createabin directoryundertheusers homedirectory

2. Copy ssh-dummy-shell.static and  sftp-server2.static from the
Jusr/local/bin directoryto the$HOME/bin directory

3. Createthefollowing symboliclinks:

In -s sftp-server2.static sftp-server
In -s ssh-dummy-shell.static ssh-dummy-shell

4. Asroot, editthe/etc/passwd  file sothattheusers shellis /bin/ssh-dummy-shell

5.7 UsingPublic-Key Manager (ssh- pubkeyngr)

Ssh-pub&mgr createsthe userfiles neededto use public-key authenticatiorwith ssh2.  After all the
requiredfiles have beencreatedit providesaninterfacethatcanuploadyouruserpublickey to aremotehost
usingscp2.

In the following usageexample, it is assumedhat userEt hasnot yet generatedary keys. Et is currently
loggedon hostEarth andwantsto usepublic-key authenticatiorbetweenthe hostsEarth andHome The
usernameis Et in bothhosts EarthandHome

1. Ssh-pub&ymgris startedby giving thecommand
ssh-pubkeymgr

2. Ssh-pub&ymgrrunsssh-keygen2 andpromptskEt for a passphrase:
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Checking for existing user public keys..
Couldn't find your DSA keypair.. Il generate you a hew set..
Running ssh-keygen2... don't forget to give it a passphrase!
Generating  1024-bit  dsa key pair
4 .000.000.000
Key generated.
1024-bit  dsa, Et@Earth, Fri Aug 18 2000 15:48:38 +0300
Passphrase
Again :
Private  key saved to /home/Et/.ssh2/id_dsa_1024 a
Public key saved to /home/Et/.ssh2/id dsa_ 1024 a.pub
Creating  your identity file..
Creating  your authorization file..

3. Next, ssh-pubkeymgr asksif any hostsneedto be addedto the authorizatiorfile. In orderto use
public-key authenticationvhenconnectingrom Hometo Earth, theanswemustbeyes .

Do you want to add any hosts to your authorization file?
(Default: yes)

4. After this, the systemasksfor therequiredinformation:

Type in their hostname, press return after each one.
Press return on a blank line to finish.

Add which user?

Et

Add which host?

Home

You added Et at Home as a trusted login.
Press return to continue or Ctrl-D to exit.

5. Next, theuserpublic key canbeuploadedo aremotehost:

Do you want to upload Et@Earth key to a remote host? (Default: yes)
Upload to which host?

Home

Which user account?

Et

Where is the Et's home directory?

(e.g. /home/anne, /ul/ahc, etc.)

/home/Et
Now running scp2 to connect to ssh2-test3..
Most likely you'll have to type a password :)

Et@Home’s password:
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Et-Earth.pub | 738B | 0.7 kB/s | TOC: 00:00:01
| 100%

Press return to upload to more hosts or Ctrl-D to exit
Everythingis now setup on hostEarth. Now, userEt hasto connecto hostHomewith ssh2 andrunthe
commandssh-pubkeymgr onhostHome After this, userEt canusepublic-key authentication.

If you arenot promptedfor a passphrasafter settingup the public-key authenticationcheckthatyou have
all thekeyslistedin theauthorizatiorfile in your SHOME/.ssh2 directory
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Chapter 6

Appendix

6.1 Supported Cryptographic Algorithms and Standards

This sectionlists the supportedryptographialgorithmsandstandardén SSHSecureShell.

The supportegublic-key algorithmsare:

e RSA(768-,1024-,2048-0r 3072-bitkey)
o DSA (768-,1024-,2048-0r 3072-bitkey)

The supportediataintegrity algorithmsare:

e SHA-1(20-bytekey, RFC2104)
e MD5 (16-bytekey, RFC2104)

For symmetricencryption thefollowing algorithmsaresupported:

o AES(128-,192-0r 256-hitkey)

Blowfish (128-bitkey)
e Twofish(128-,192-or 256-bitkey)

CAST-128(128-bitkey)

Arcfour (128-bitkey)
e 3DES(168-bitkey)

Thesupportectertificatestandardsinddraftsare:
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RFC 2315 PKCS #7: CryptographidVessagesyntaxVersionl.5,B. Kaliski, March1998.

RFC 2459 InternetX.509 PublicKey InfrastructureCertificateandCRL Profile,R. Housley, W. Ford,
W. Polk,andD. Solo,Januaryl999.

PKCS #12v1.0: PersonalnformationExchangeSyntax,RSA LaboratoriesJunel1999.

draft-ietf-pkix-rfc2510bis-03.txt (RFC 2510bis) InternetX.509 Public Key InfrastructureCertificate
ManagemenProtocolsC. AdamsandS. Farrel, February2001.

For certificateandCRL publishingthefollowing solutionsaresupported:

e RFC 2559 InternetX.509 PublicKey InfrastructureOperationaProtocols- LDAPv2, S. Boegyen, T.
Howes,andP. Richard, April 1999.

Supportedsmartcardandcryptographidokenrelatedsupportedstandardsre:

e PKCS#11v2.10 CryptographiclokenInterfaceStandardRSA LaboratoriesPecembef 999.

Additionalinformationon RFCsandInternet-Draftds availableatthe [ETF Website:
http://www.ietf.org/
At theRSAWebsiteyou canfind additionalinformationonthePublic-Key Cryptographystandard¢PKCS):

http://www.rsasecurity.com/rsalabs/ pkcs/

6.2 Authentication Methods

Thefollowing tableshowvs the availableauthenticatioomethodsandlimitationson their use.
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Available Suitablefor Requires Requires

from scripting  additional additional
binaries software  hardware
Password X
Userpublic key
- SSH2keys X xt
- SSH1keys X xt
- PGPkeys X xt x2
Certificates
- software X X
- PKCS#11tokens X X
Host-based X X
Kerberos5
- client x3
- sener x3
RSA securlD
- client X x4
- sener x5
PAM
- client X
- sener X8

If Availablefrombinariesis notchecled,theauthenticatioimethodin questioncanbeenabledby compiling
from source.SeeChapterd (Authentication)or instructions.

Explanation:

1. Usessh-gent2or NULL passphraseéNotethatin thelattercaseit is extremelyimportantthatnoone
elsecanaccesgour privatekey.

2. Only the OpenPGRtandardandprogramausingit aresupported.
3. Only KerberosSs supported

4. SecurlDtokens

5. RSAAce/Senreror RSA Ace/Agentsoftware

6. Only PAM on Linux andon Solaris2.6 or lateris supported.
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